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Stem Words 
Paper Command Word Mark Definition 

1 Amend 1 to 6 marks 
Requires changes or additions to code, or deletions or 
rearrangement of code. 

1 Calculate 2 to 4 marks 
Obtain a numerical answer, showing relevant working. If the 
answer has a unit, this must be included. 

1 Complete 2 to 6 marks 
Requires the completion of a table/diagram/algorithm (in any 
notation). 

1 Construct 2 to 4 marks 
Usually requires creation of an artefact using subject specific 
symbolic representation, rules and syntax. 

1 Convert 2 to 6 marks 

Requires changing information from one symbolic 
representation to another representation. May require 
amending to provide new functionality/facility. 

1 Define 1 to 2 marks 
When the meaning of a term is expected but there are 
different ways of how this can be described. 

1 Describe 2 to 4 marks 

To give an account of something. Statements in the response 
need to be developed, as they are often linked, but do not 
need to include a justification or reason. 

1 Discuss 6 marks 

Identify the issue/situation/problem/argument that is being 
assessed within the question. Explore all aspects of an 
issue/situation/problem/argument. Investigate the 
issue/situation by reasoning or argument. 

1 Draw 2 to 6 marks 

Produce a diagram/image either using a ruler or freehand.  
May require labelling/annotation to express meaning. Used 
when symbolic representations need to be manipulated. 

1 Explain 2 to 4 marks 

An explanation requires a justification/exemplification of a  
point. The answer must contain some element of  
reasoning/justification, this can include  
mathematical/logical explanations. The mark scheme will have 
marking points which are linked. 

1 Give/State/Name 1 mark (for each) 
All these command words are really synonyms. They all 
require recall of one or more pieces of information. 

1 Identify 1 mark (for each) 
Usually requires some key information to be selected from a 
given stimulus/resource/set of options. 

1 Write 1 to 6 marks 
Usually requires creation/manipulation of an artefact using a 
subject-specific notation. 

2 Amend 5 to 15 marks 
Requires changes or additions to code, or deletions or 
rearrangement of code. 

2 Write 5 to 15 marks 
Usually requires creation/manipulation of a program using a 
high-level programming language. 
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Unit 1 – Computational Thinking 
Abstraction and Decomposition 

(a) Programmers use abstraction to model the real world.  
Define the term 'abstraction'. (2) 

  

September 2020 

(a) Define the term ‘decomposition’. (1) 

 

Paper 1 Specimen 

(g) Here are four images of creatures that will be used in a computer game. 

 

Before coding the game, a programmer applies abstraction. One feature of creatures is their colour.  

State two other features of the creatures that the programmer could include when creating a general 
model for a creature. (2) 

 

Paper 1 Specimen 

Algorithms 
Private Postal People (P-Cubed) is a national delivery service specialising in small letters, large letters, 
small packages, and medium packages. The company has regional depots across the country. The 
company runs a fleet of delivery vans. It uses technology to help run the business. It does not deliver 
internationally. P-Cubed has 2000 employees, some based in the head office, some working in the 
regional sorting offices and some driving the delivery vans. 1 P-Cubed stores information about its 
employees on a server.  
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(a) First name, last name, and start year are items that are stored as variables in an 
employee record.  
State two other items that need to be stored as variables for each employee. (2) 

 

17 ay 2018 
(b) Employees earn days of holiday based on how long they have worked at P-Cubed.  
• For the first two years, employees get 10 days of holiday each year.  
• In subsequent years, employees get an additional 0.5 days of holiday for each year worked.  
• The employee record has a variable called ‘startYear’. Construct a general expression to calculate 
the total number of days of holiday earned by an employee, for this year, who has worked for P-
Cubed for more than two years. (4) 

 

17 May 2018 

5. P-Cubed uses automatic sorting machines. The sorting machines can only handle items up to 1000 
cubic centimetres (cm3 ) in volume. The volume of an item is calculated by this expression: volume = 
width x height x length Here is the partially completed pseudo-code for an algorithm that calculates 
the volume of an item. 
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(a) The function ‘calcVolume’ represents a generalisation that calculates the volume for any 

item. Complete the pseudo-code by filling in the boxes.   (4) 

 

 
17 May 2018 

(b) State the reason why ‘calcVolume’ is a function not a procedure. (1) 
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17 May 2018 

(c) State the name of a local variable in the pseudo-code.  (1) 

 

17 May 2018 

(d) State two benefits to the programmer of using libraries in a program.  (2) 

 

17 May 2018 
(b) Programmers use different types of operators in their programs.  

Name the type of operator for each example. (3) 

   

 

September 2020 

Here is some pseudocode. 
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(ii) State the coding technique that Charles could use to make the pseudocode easier to understand. 
(1) 

 

8 June 2016 

(iii) State the name of the subprogram shown in the pseudocode. (1) 

 

8 June 2016 

(iv) State the range of line numbers that show a selection statement. (1) 

 

8 June 2016 

(v) State a line number on which the variable aNum is a local variable. (1) 

 

8 June 2016 

(vi) State a line number on which the variable aNum is a global variable. (1) 

 

8 June 2016 

(c) Shaneela is planning to use libraries in the code for the website.  

(i) State two reasons for using libraries in code. (2) 
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8 June 2016 

In Shaneela’s program, the days of the week are numbered 1 for Monday, 2 for Tuesday, 3 for 
Wednesday, 4 for Thursday, 5 for Friday, 6 for Saturday and 7 for Sunday.  

She is writing code to determine if a numerical value represents a weekday or weekend day. (ii) 
Complete the following pseudocode to show the logical operations required to produce the correct 
output. (4) 

 

 

8 June 2016 

(c) Manuel is writing a program to help pupils with their maths revision. Here is some pseudocode for 
an algorithm that calculates the area of a circle, with radius of 5 units. It uses a subprogram. 
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Manuel wants to change the pseudocode so that the area of any circle can be calculated using 
calcCircleArea.  

(i) Write the changed pseudocode in the box below. (3) 

 

8 June 2016 

(v) Define the term ‘iteration’. (1) 

 

Paper 1 Specimen 

(d) Explain one benefit of using subprograms. (2) 

 

Paper 1 Specimen 

4. A running club uses a computer to record training data for its members. After each run the total 
time and the number of laps are stored for each runner.  

(a) A subprogram is used to calculate each runner’s average time per lap.  

Write an algorithm to calculate the average time. (2) 
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(ii) Give one reason why programmers use subprograms. (1) 

 

Sample Paper 1 

(d) The running club stores details about members in a structured database consisting of the following 
format:  

Member (MemberID, Surname, Forename, DateOfBirth, RenewalMonth, EmailAddress)  

Run (MemberID, DateOfRun, Time)  

The club wants to send a reminder email to those members whose membership is due for renewal in 
September.  

(i) Write an SQL query to retrieve the Forename and EmailAddress for the members who should be 
sent emails. (3) 

Algorithms can keep data secure when transmitted over a network. (iv) State the name of this class of 
algorithm. 

 

Sample Paper 1 

Algorithms can keep data secure when transmitted over a network.  

(iv) State the name of this class of algorithm. (1) 

 

Sample Paper 2 
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(b) Byron is collecting data to help in his research. He decides to store the life span of a bird as a real 
number with a decimal point.  

(i) Explain how positive real numbers can be stored in floating point binary. (4) 

 

Sample Paper 2 

Byron wants to save examples of bird songs. (1) 

(ii) Complete this sentence. 

Bird songs are ............................................................................................. signals, which 
means they are continuous, with values that constantly change. 

  

 

Sample Paper 2 

2. A game on a touch screen phone displays a bubble. When the player touches the bubble it pops 
and another bubble appears. The aim of the game is to pop as many bubbles as possible within 90 
seconds.  

(a) The flow chart for this is given below. It is incomplete.  

 

(i) Complete the process statement in A. (1) 
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Paper 1 

(ii) Complete the statement in B. (1) 

 

Paper 1 

(iii) Complete the process statement in C. (2) 

 

Paper 1 

(iv) Complete connector D. (1) 

 

Paper 1 

(v) At the end of the game the player’s score is displayed.  

Draw this on the flow chart. (3) 

 

Paper 1 

(vi) Name the programming construct that would be used to implement E. (1) 
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(b) BubbleScore is a variable.  

(i) Describe what is meant by the term variable. (2) 

 

Paper 1 

The variable BubbleScore stores the number of bubbles popped.  

(ii) Explain which data type is most appropriate for the variable BubbleScore. (2) 

 

Paper 1 

This algorithm is designed to display the highest score.  

IF HighestScore > BubbleScore THEN  

SET HighestScore to BubbleScore  

ENDIF DISPLAY HighestScore  

(c) Explain why this algorithm would not work as intended. (2) 
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Paper 1 

(d) The array LeaderBoard is used to store the names of the five players with the highest scores.  

(i) Explain why an array is a suitable data structure for this purpose. (2) 

 

Paper 1 

Here are some of the contents of the array LeaderBoard. 

 

(ii) Give the name of the player stored in LeaderBoard [3]   (1) 

 

Paper 1 

The microcontroller monitors the input from the sensor using a subprogram.  

Here is a subprogram, in assembly code, for the microcontroller:  

Register 0 holds the maximum safe heart rate.  

Register 1 holds the address of the current heart rate reading.  

LDR R3, [R1]  

MOV R2, #0  

CMP R3, R0  

MOVGT R2, #1 

 (ii) Describe how the subprogram processes the heart rate data. (4) 

  

Paper 1 

4. A running club uses a computer to record training data for its members. After each run the total 
time and the number of laps are stored for each runner.  

(a) A subprogram is used to calculate each runner’s average time per lap.  

Write an algorithm to calculate the average time. (2) 
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Paper 1 

(ii) Give one reason why programmers use subprograms. (1) 

 

Paper 1 

Nancy is a member of the running club. Her MemberID is 1234. At her training session on 12 May 
2013 she completed a run in 18.4 minutes.  

(ii) Write the SQL command to add this information to the database. (2) 

 

Paper 1 

Nick is a member of the running club. His MemberID is 0012. He wants to know the date and time of 
all his runs.  

(iii) Write an SQL query to display his running record in time order. (3) 

 

Paper 1 
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Members may log on to the club’s website to view details of their training.  

(e) Explain the server-side processing that takes place when a member views their training online. (3) 

 

Paper 1 

5. Rail passengers carry a contactless smartcard to pay for train journeys. The account balance is 
stored on the card. A processor in the exit barrier calculates the rail fare.  

The card is swiped at the start and end of each journey. If there is enough money on the card at the 
end of the journey, the balance is updated and displayed on the barrier screen, and the exit barrier 
opens. If not, the message ‘Need to top-up’ is displayed and the barrier does not open.  

(a) Draw a flow chart for this process in the space provided on page 19. (5) 

 

Paper 1 
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Paper 1 

 

Rail fares are based on the distance travelled:  

• fewer than 5 miles: £2.50  

• 5–12 miles: £3.25  

• more than 12 miles: £4.15  

A processor in the exit barrier calculates the fare.  

A discount of 10% is given for off-peak travel, i.e. after 10 am and before 5 pm on Monday to Friday 
or any time on Saturday and Sunday.  

The ID of the railway station at which a passenger starts their journey is recorded on their card when 
they swipe in.  

The processor in the exit barrier uses a data structure called ListOfStations to look up the distance 
travelled.  

(c) Write an algorithm to calculate the cost of a passenger’s journey. It must read in the start of the 
journey from the card, calculate the fare and apply any discount. The information must then be 
displayed in a customer-friendly way. (8) 
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Paper 1 

Margaret runs an ice cream kiosk in a seaside town. She makes and sells ice cream. She also sells 
sweets, hot and cold drinks, and cookies.  

1. Margaret has developed her own recipes for different flavours of ice cream. The recipes use only 
natural ingredients.  

Here is Margaret’s recipe for strawberry ice cream. 
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She stores all her recipes on a computer. One variable is needed to hold the amount of fruit and 
another is needed to hold the number of eggs.  

(a) State two additional variables that need to be created to store the recipes for ice cream.  

 

16 May 2019 

(b) State the data type needed to store values for the weight of fruit and the number of eggs in a 
recipe. (2) 

 Weight of fruit 
 Number of eggs 

 

16 May 2019 

4 Margaret needs to keep track of how much money she makes. She collects the sales figures on a 
weekly basis.  

(a) The pseudocode of an algorithm is shown. 

 

In some programming languages, if a program is written like this, it could be translated and executed. 
Discuss the suitability of this code for humans and how it could be improved. (6) 
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16 May 2019 

(d) The running club stores details about members in a structured database consisting of the following 
format:  

Member (MemberID, Surname, Forename, DateOfBirth, RenewalMonth, EmailAddress)  

Run (MemberID, DateOfRun, Time)  

The club wants to send a reminder email to those members whose membership is due for renewal in 
September.  

(i) Write an SQL query to retrieve the Forename and EmailAddress for the members who should be 
sent emails. (3) 

 

Paper 1 

(b) Margaret wants to send out vouchers to every member of the loyalty scheme. A logical looping 
construct is needed in the programming code to make this happen. State the most appropriate type 
of loop and justify your choice. (2) 

 Type of Loop 
 Justification 

 

16 May 2019 

Code Review 
5. (d)(ii) The network specialist uses a software tool to carry out a code review. State two checks that are 

carried out during a code review. (2) 
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14 May 2018 

6. (c) Best case and worst case for search algorithms can be determined based on the number of 
comparisons necessary to find the target item. Give the best case and worst case for a binary search 
algorithm. (2)  

 Best case 
 Worst case 

 

14 May 2018 

(a) All address codes have the same format. The first two positions are letters, followed by four digits, 
followed by two letters. “BH1634GQ” and “bh1634gq” are valid codes.  
Complete the table to show different validation checks and test data caught by the validation check.  
The first one has been done for you. The letter ‘N’ represents a number (0-9) and the letter ‘L’ 
represents a letter (A-Z or a-z).      (4) 

 

 
17 May 2018 

(c) A code review is an important stage in software development. State the purpose of a code review. 
(1) 

 

13 May 2019 
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Errors in Code 
(a) Describe one difference between a syntax error and a logic error. (2) 

 

September 2020 

 

 

16 May 2019 

Requirements Analysis 
4 (a) When developing a computer system, requirements are investigated.  

State one requirement that must be investigated. (1) 

  

11 May 2020 

(f) The identifier plants is used for an array of values.  

len(plants) // 2 is used to find the index position of the middle item in plants  
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Explain one reason why integer division, rather than division, is used to do this. (2) 

 

Paper 1 Specimen 

Sorting and Searching 
(c) A bubble sort is carried out on this list.  

 

(i) State the number of comparisons that will be made on the first pass. (1) 

 

11 May 2020 

(ii)  State the number of swaps that will be made on the first pass. (1) 

 

11 May 2020 

(iii) State the number of passes that will be made. (1) 

  

11 May 2020 

(iv) State the condition that will cause the algorithm to end. (1) 

 

11 May 2020 

(d) A sorted data set contains millions of items.  

State why a binary search algorithm would be preferable to a linear search algorithm for use 
with this data set. (1) 
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11 May 2020 

(e) A merge sort is carried out on this list.  

  9  4  3  5  5  1  7 

(i) State the number of splits required to complete the sort. (1) 

 

September 2020 

(ii) Here is the list after being split.  

Complete the diagram to show the merging steps. 

 

 

September 2020 

(iii) Explain the effect on efficiency of using a merge sort algorithm instead of a bubble sort algorithm 
on the original list. (2) 

  9  4  3  5  5  1  7 
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September 2020 

Manuel is writing a binary search routine to search for an individual pupil in a list of all pupil numbers. 
Here is the list of pupil numbers.  

837, 1529, 1683, 2245, 3901, 3921, 4524 

(ii) Complete the table showing the pupil numbers visited and the associated sublists when using a 
binary search to locate the pupil number 1683. (5) 

 

 

8 June 2016 

(e) State why a binary search algorithm will not be appropriate for use with this sequence of numbers. 
(1) 

 

 

13 May 2019 

(d) Staff use a stock control system to check stock availability. The system uses a binary search 
algorithm.  

Here is an ordered list of shoe codes. The target value is 2.  
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Give the sequence of values visited to find the target value using a binary search. (3) 

 

 

2017 Paper 1 Specimen 

(e) Here is some data used to represent an image. Each pixel is encoded as a character. 
AADACCEFABAAECFGBDGE  

Explain why a run-length encoding algorithm may not be appropriate for encoding this image. (2) 

 

2017 Paper 1 Specimen 

(b) State the worst case for a linear search algorithm. (1) 

 

Paper 1 Specimen 

(c) A bubble sort is carried out on this list to put it in ascending order.  

8 3 2 4 0 3 9 

The value ‘8’ starts in position 0.  

(i) State the number of passes required to complete the sort. (1) 

 

Paper 1 Specimen 

(ii) State the number of swaps made on the final pass. 

 

Paper 1 Specimen 

(iii) State the component of an algorithm used to store whether a swap has been made during a pass. 
(1) 
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Paper 1 Specimen 

(iv) State the position of the item that will be compared with the value in position 0. (1) 

 

Paper 1 Specimen 

(b) BubbleScore is a variable.  

(i) Describe what is meant by the term variable. (2) 

 

Sample Paper 1 

The variable BubbleScore stores the number of bubbles popped.  

(ii) Explain which data type is most appropriate for the variable BubbleScore. (2) 

 

Sample Paper 1 

This algorithm is designed to display the highest score.  

IF HighestScore > BubbleScore THEN  

SET HighestScore to BubbleScore  

ENDIF DISPLAY HighestScore  

(c) Explain why this algorithm would not work as intended. (2) 

 

Sample Paper 1 

(d) The array LeaderBoard is used to store the names of the five players with the highest scores. (2) 

(i) Explain why an array is a suitable data structure for this purpose. 
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Sample Paper 1 

Here are some of the contents of the array LeaderBoard. (1) 

 

Sample Paper 1 

(ii) Give the name of the player stored in LeaderBoard [3].   

 

Sample Paper 1 

(c) A runner completes four laps of the track. A bubble sort algorithm is used to sort the lap times into 
ascending order.  

Complete the table to show Pass 1 and Pass 2 of the bubble sort. (2) 

 

Sample Paper 1 

 

Sample Paper 1 
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(c) A runner completes four laps of the track. A bubble sort algorithm is used to sort the lap times into 
ascending order.  

Complete the table to show Pass 1 and Pass 2 of the bubble sort. (2) 

 

 

Paper 1 

Truth and Trace Tables 
1. (c) A player earns a badge for every 100 questions they answer correctly, providing this includes at 

least 10 hard questions or 30 medium questions. This can be expressed as (NQ >= 100) and (HQ >= 10 
or MQ >= 30). Complete the truth table. (6) 
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14 May 2018 

2 P-Cubed sorts items by their address codes. This is pseudo-code for an algorithm that forwards items to 
regional depots. 

 

(b) Complete the table to show the output of the algorithm for the given inputs. (3) 

 

 
17 May 2018 

      (b) Complete this truth table. 
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 11 May 2020 

 

(b) Here is an algorithm. 

 

Complete the table to show the output for the given input. (4) 
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September 2020 

Manuel is working on logic for an exclusive OR operator, often known as XOR. This logical operator 
can be implemented using AND, OR, and NOT.  

(iii) Complete this truth table to show Q. (3) 

 

 

8 June 2016 

(g) Construct a truth table for a NOT operator that is used to reverse the state of a single light. Use 
any familiar notation. 

 

3 June 2015 

(h) Refer to the robot diagram. Assume R is the red light, B is the blue light, and S is the speaker 
switch.  
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(i) Complete the table to show the Boolean expression Q=(NOT R) AND B. (3) 

 

 

3 June 2015 

(ii) Construct a Boolean expression to determine if either light is on at the same time as the speaker 
switch is on. (1) 

 

3 June 2015 

(h) Audio interviews with the club’s coach are converted to a digital format.  

(i) State the aspect of the analogue signal that must be sampled and stored as binary data during the 
analogue to digital conversion. (1) 

 

3 June 2015 

(ii) State how increasing the sampling frequency affects the digital representation of the original 
audio. (1) 
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3 June 2015 

(i) The club has a simple black and white logo. The image is compressed using a lossless, run-length 
encoding (RLE) algorithm.  

 

3 June 2015 

Explain how a run-length encoding algorithm works. (2) 

(c) Complete the trace table to find an error in the algorithm. (2) 
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3 June 2015 

(d) There is a bug in line 9. Write a line of code that will fix this bug. (1) 

 

3 June 2015 

(e) State the purpose of the algorithm. (1) 

 

3 June 2015 

(f) Truth tables are used to show how digital output relates to input. Complete the truth table for the 
AND and OR statements. (1) 
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2017 Paper 1 Specimen 

(e) Complete this truth table. (3) 
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Paper 1 Specimen 

(d) The baby alarm system monitors heart rate, temperature and movement. These are Boolean 
variables that are set to 0 when the values are within safe limits and 1 when they are outside safe 
limits.  

The microcontroller monitors the readings and sounds an alarm if any two of the readings are outside 
safe limits.  

(i) Give the logic statement the microcontroller uses to determine if the alarm should be sounded. (2) 

 

Sample Paper 1 

(ii) Complete the truth table for this logic statement. (2) 
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Sample Paper 1 

The table shows the binary values stored in two registers, R4 and R5. (1) 

  

 (iii) The microcontroller’s processor executes the command ADD R6, R4, R5.  

State the binary value that would be stored in register R6 when this command is executed. 

 

Paper 1 

(ii) Complete the truth table for this logic statement. (2) 



40 
 

 

 

Paper 1 

Validation and Testing 
The form validates telephone numbers to make sure they are fit for processing. An example of 
correctly entered data is 01745920043.  

All telephone numbers begin with a 0.  

(c) State two different validation checks that could be used to validate the telephone numbers. 
Provide one example of test data for each type of check to show the error is caught. (4) 



41 
 

 

 

Sample Paper 2 

 

(iii) The user enters the value for tax rate on line 35. Tax is a percentage, for example, 0.03 is 3% tax. 
The entered value needs to be validated.  

Construct two validation tests. Test data for Test 1 is provided.  

Give an example of invalid test data for Test 2.  (3) 

 

16 May 2019 
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Unit 2 - Data 
ASCII & Unicode 

(b) Computer science uses different types of data representation.  

The ASCII code for the character “K” is 75 in denary.  

(i) State the ASCII code for “N” in denary. (1) 

 

Sample Paper 2 

(h) Here is a sequence of text. 

 

Explain why 7-bit ASCII could not be used to represent this text. (2) 

 

September 2020 

(d) The ASCII code for the character ‘R’ is 82 in denary.  

Derive the ASCII code for the character ‘D’ in 8-bit binary. (2) 

 

13 May 2019 

(e) Explain why the car park system encrypts the data it stores. (2) 

 

13 May 2019 

Binary 
3. An alarm system sensor embedded in a baby’s clothing is used to measure its heart rate. (a) A 
digital display shows the baby’s heart rate in beats per minute (bpm).  
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Each digit in the display is represented as a 4-bit binary code.  

For example: 

 

(i) Complete the table to show how a heart rate of 95 bpm is represented. (1) 

 

 

Paper 1 

(ii) Complete the table to show what heart rate is being displayed. (1) 

 

 

Paper 1 

(iii) The binary number 0110 1110 is stored in a memory location. State the hexadecimal 
representation of this binary number. (1) 

 

Paper 1 

(d) The baby alarm system monitors heart rate, temperature and movement. These are Boolean 
variables that are set to 0 when the values are within safe limits and 1 when they are outside safe 
limits.  

The microcontroller monitors the readings and sounds an alarm if any two of the readings are outside 
safe limits.  

(i) Give the logic statement the microcontroller uses to determine if the alarm should be sounded. (2) 
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Paper 1 

3. An alarm system sensor embedded in a baby’s clothing is used to measure its heart rate. (a) A 
digital display shows the baby’s heart rate in beats per minute (bpm).  

Each digit in the display is represented as a 4-bit binary code.  

For example: 

 

(i) Complete the table to show how a heart rate of 95 bpm is represented. (1) 

 

 

Sample Paper 1 

(ii) Complete the table to show what heart rate is being displayed. (1) 

 

 

Sample Paper 1 

1. Computer scientists use numbers and mathematics in many areas, such as data representation, 
data transmission, and algorithms.  

(a) (i) State the number of bits in a byte. (1) 
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Sample Paper 2 

(ii) Write an expression to calculate how many different numbers can be represented by an 8-bit 
binary number. (1) 

 

Sample Paper 2 

(iii) State the number of bytes in these units. (2) 

 Kilobyte 
 Megabyte 

 

Sample Paper 2 

(iv) Write an expression to calculate the number of bytes in a gigabyte. (1) 

 

Sample Paper 2 

Computers use sequences of binary digits to represent data.  

(v) State one other item that computers use binary to represent. (1) 

 

Sample Paper 2 

4. Binary strings can be used to represent numbers, text, and images.  

(a) Identify the binary system used to represent text. (1)  

A IMAP  

B URL  

C ASCII  

D RLE 
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2017 Paper 1 Specimen 

(c) Charles is preparing to write program code.  

(i) Complete the table to show the place value of the 1s to the right of the decimal in this binary real 
number. (3) 

 

Convert this binary real number to denary. 

 

8 June 2016 

(ii) State the number of bits in a nibble. (1) 

 

8 June 2016 

(iv) Write an arithmetic expression to show that 256 different numbers can be represented in 8 bits. (1) 

 

8 June 2016 

2.  A car has many embedded systems.  

(a) An embedded system processes binary numbers.  

(i) The speed limit for some roads is 60 miles per hour. Convert the denary number 60 to 8-bit binary. 
(2) 
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14 May 2018 

(ii) The car displays speed limits in denary. Convert the 8-bit binary number 0010 0011 to denary. (2) 

 

14 May 2018 

(d) Identify the number of bits in a nibble. (1)  

A 2  

B 4  

C 8  

D 16 

 

 

11 May 2020 

7. A computer operates as a binary digital device.  

(a) Explain why binary is used to represent computer data. (2) 

 

11 May 2020 

1. (b) (ii) A bit can have two different states. State how many bits are needed to represent the 26 capital 
letters A to Z. Give a reason for your answer.     (2)  
 Number of bits 
 Reason 

 

14 May 2018 
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(a) Complete the table. (2) 

  

 

September 2020 

(b) Identify the reason why data capacity should be expressed in gibibytes rather than gigabytes. (1)  

A Gibibytes are consistent with the units used for data transmission  

B Gibibytes represent binary multiples  

C More data can be represented in gibibytes  

D Processors have to carry out fewer operations when using gibibytes 

 

 

September 2020 

(c) Convert the denary number 82 to 8-bit binary. (2) 

 

 

September 2020 

1. A car park uses a number plate recognition system.  

(a) Identify the reason why unsigned integers should be used to record the number of cars entering 
and leaving the car park, rather than signed integers. (1)  

A Unsigned integers are more accurate  

B Unsigned integers cannot have overflow errors  

C Unsigned integers store more positive values  

D Unsigned integers do not use a parity bit 
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13 May 2019 

(b) The system uses a hard disc to store images of car number plates. One kilobyte is 1024 bytes.  

Construct an expression that calculates how many bytes there are in four terabytes of disc storage.  

You do not need to carry out the calculation. (2) 

 

13 May 2019 

 

Binary Addition and Subtraction 
(f) (i) Add these two 8-bit binary integers and write the result in the last row of this table. 

 

 

3 June 2015 

(b) Explain the concept of overflow in relation to binary addition. (2) 
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2017 Paper 1 Specimen 

 

Another 8-bit addition generates an overflow error.  

(ii) State what is meant by the term overflow error. (1) 

 

3 June 2015 

(iii) State what happens if the overflow error is ignored and the result is used in other calculations. 
(1) 

 

3 June 2015 

(iii) The embedded system adds numbers in binary. Complete the table to show the result of 0010 
0011 + 0100 1010   (2) 

 

 

14 May 2018 
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(b) 8-bit two’s complement is used to represent the denary numbers -8 and -1. Complete the table to 
show the binary addition on these two negative numbers. (2) 

 

 

11 May 2020 

(c) Explain why it is not possible to apply two’s complement to the 8-bit unsigned integer 1111 1101.  
(2) 

 

11 May 2020 

(g) Complete the table to show the result of the 8-bit binary addition. (2) 

 

 

September 2020 

(c) Binary numbers are used to represent data in programs.  

(i) Complete the table by adding these two positive 8-bit binary integers. (1) 
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8 June 2016 

5. Computers carry out mathematical operations.  

(a) Give the result of applying a logical shift left by 2 to the 8-bit binary pattern 00110110. (1) 

 

13 May 2019 

Compression 
A lossless, run length encoding (RLE) algorithm is used to compress the images.  

This table shows some of the data for an image. 

 

 

(ii) Apply RLE to the data and give the result. (2) 

 

Paper 1 

A lossy compression algorithm could be applied to the image data.  

One feature of lossy compression is that it reduces the file size.  

(c) Give two other features of lossy compression. (2) 

 

Paper 1 

(d) (i) State one characteristic of a lossy compression algorithm. (1) 
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8 June 2016 

The photographer sends a message which is encrypted using a Caesar cipher algorithm.  

(d) (i) Outline how a Caesar cipher algorithm works. (2) 

 

Sample Paper 1 

(ii) Part of the encrypted text is PEA. Complete the table to show the original text. (2) 

 

 

Sample Paper 1 

 

(g) A company is designing promotional products for a band. Products include CDs, toys, greeting 
cards and digital downloads. All the products use sound.  (6) 

Discuss the choice of lossless or lossy compression for sound in these products.  

Your answer should consider:  

• the types of product  

• lossless compression  

• lossy compression. 

  

Paper 1 Specimen 
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(b) The photographer downloads images from a website. The images are compressed.  

(i) Give one reason why images are compressed. (1) 

 

Sample Paper 1 

A lossless, run length encoding (RLE) algorithm is used to compress the images.  

This table shows some of the data for an image. 

 

(ii) Apply RLE to the data and give the result. (2) 

 

Sample Paper 1 

A lossy compression algorithm could be applied to the image data.  

One feature of lossy compression is that it reduces the file size.  

(c) Give two other features of lossy compression. (2) 

 

Sample Paper 1 

2. (b) Each audiobook is compressed before it is released.  
(i) A lossy compression algorithm reduces the size of a file by removing data. Explain why data loss is 
acceptable when using lossy compression. (2) 
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14 May 2018 

(iii) Describe the process needed to convert the bird song to a format that can be stored on a 
computer. (3) 

 

Sample Paper 2 

Byron wants to save images of the birds for publishing on the web.  

(iv) Complete this sentence. (1) 

JPEG is a ............................................................................................. image compression 
algorithm, which results in a much-reduced file size but also the deletion of data. 

  

Sample Paper 2 

(e) The game uses black and white as well as colour images.  

Explain the effects of using a run-length encoding (RLE) algorithm on the black and white images 
used in the game. (3) 

 

11 May 2020 
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(e) Identify the type of software used to compress files. (1)  

A Backup  

B Utility  

C Security  

D Network 

  

11 May 2020 

(d) A musician wants to store hundreds of audio files to cloud storage. She wants to compress the files 
before she stores them. Compare using a lossless compression algorithm with using a lossy 
compression algorithm for this purpose. (6) 

 

11 May 2020 

Ciphers 
(ii) Complete the table using a Caesar cipher to encrypt and decrypt the text. (2) 

 

 

8 June 2016 
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(ii) Complete the table using a Caesar Cipher algorithm. (2) 

 

 

14 May 2018 
 
 
 

(ii) Part of the encrypted text is PEA.  

Complete the table to show the original text. (2) 

 

 

Paper 1 

(iii) Explain one special condition a Caesar Cipher algorithm must handle.  (2) 

 

14 May 2018 

The photographer sends a message which is encrypted using a Caesar cipher algorithm.  

(d) (i) Outline how a Caesar cipher algorithm works. (2) 

 

 

Graphics and Sound 
(e) The photographer uses a scanner and computer to convert printed photographs into bitmap 
images.  

Describe how binary digits are used to represent bitmap images. (2) 
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Paper 1 

(f) The photographer takes up to 2000 photographs per week. Each photograph requires 5 MB of 
storage on the camera’s memory card.  

(i) Select the camera memory card with the smallest capacity that can store 2000 photographs.  

Indicate your answer by putting a cross in the box. (1) 

 

 

Paper 1 

(ii) At the end of each week, the photographer transfers the photographs from the camera’s memory 
card to his computer’s hard drive.  

Explain how to calculate the time it will take to transfer 2000 photographs. (2) 

 

Paper 1 

(b) The photographer downloads images from a website. The images are compressed.  

(i) Give one reason why images are compressed. (1) 

 

Paper 1 

(e) The photographer uses a scanner and computer to convert printed photographs into bitmap 
images.  (2) 

Describe how binary digits are used to represent bitmap images. 
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Sample Paper 1 

(c) State what is meant by the term ‘image resolution’. (1) 

 

11 May 2020 

(d) Computers use binary to represent colour.  

Compare the use of 8 bits and 24 bits to represent colour. (3) 

 

11 May 2020 

Hexadecimal 
(iii) The binary number 0110 1110 is stored in a memory location.  

State the hexadecimal representation of this binary number. (1) 

 

Sample Paper 1 

The ASCII code for the question mark character “?” in hexadecimal is 3F.  

(ii) Convert the hexadecimal number 3F to 8-bit binary. (2) 

 

Sample Paper 2 

(iii) State why hexadecimal representations are used. (1) 
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Sample Paper 2 

One way of checking for errors during data transmission is by using a parity bit.  

A 7-bit binary code is being transmitted with even parity. The original 7 bits are 1010100.  

(ii) State the correct parity bit. (1) 

 

Sample Paper 2 

(d) Convert the hexadecimal number 2A to 8-bit binary. (2) 

 

Paper 1 Specimen 

(iii) Convert the hexadecimal number C4 to 8-bit binary. (1) 

 

8 June 2016 

(d) Explain why hexadecimal notation is preferred to binary notation when specifying screen colours. 
(2) 

 

2017 Paper 1 Specimen 

(c) (i) Convert the binary number 00111101 to hexadecimal. (2) 

 

13 May 2019 

(ii) Explain why hexadecimal notation is used. (2) 
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13 May 2019 

(ii) Convert the 8-bit binary 01101110 to hexadecimal. (1) 

 

8 June 2016 

(b) One of the colours used in an image is ‘cadet blue’. ‘Cadet blue’ in binary is 0101 1111 1001 1110 
1010 0000 Convert 0101 1111 1001 1110 1010 0000 to hexadecimal. (3) 

 

14 May 2018 

1. A computer game designer is creating a new game.  
(a) Colours in the game are represented in hexadecimal. Convert the binary numbers in this table to 
hexadecimal. (3) 

 

 

11 May 2020 

(b) Convert the hexadecimal number 12 to binary and the result from binary to denary. (2) 
 Binary 
 Denary 

 

11 May 2020 

(e) Convert the binary number 0100 1010 to hexadecimal. (2) 
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September 2020 

Image and Sound Sizes 
(c) Construct an expression to show how many seconds it will take to transmit 20 MB of data 
using a network transmission speed of 2 Mbps  

1 KB = 1024 bytes. You do not have to do the calculation. (4) 

 

13 May 2019 

(e) Images can be represented as bitmaps.  

(i) Define the term ‘pixel’. (1) 

 

Paper 1 Specimen 

(ii) Describe one way that changing the number of bits allocated to the colour depth determines how 
an image is represented. (2) 

 

Paper 1 Specimen 

(f) Analogue sound must be converted into a digital representation.  

(i) State the name for the height of a sound wave. (1) 

 

Paper 1 Specimen 

(ii) State one benefit and one drawback of increasing the bit depth of audio. (2) 
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 Benefit 
 Drawback 

 

Paper 1 Specimen 

1. An online quiz asks students questions about computer science topics.  
(a) Images are used in some of the questions.  
(i) An image is 300 pixels high and 200 pixels wide. Construct an expression to calculate how many 
pixels are needed to represent this image. (1) 

 

14 May 2018 

(ii) An image file uses 24-bit colour depth. Describe how 24-bits are used to represent the colour in 
the file. (3) 

 

14 May 2018 

6. A computer stores images online.  

(a) An image uses 8-bit colour and is 64 pixels wide. 

It uses 1MB of storage. Construct an expression to calculate the height of the image in pixels. 1 KB = 
1024 bytes You do not have to do the calculation. (2) 

 

13 May 2019 

3. (c) The organisation calculates how long it takes to transmit the audiobook over the internet.  
1 Mbps = 10002 bps  
1 MB = 10242 bytes  
The network transmission speed is 54 Mbps.  
An audiobook file is 81 MB in size.  
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Construct an expression to show how many seconds it will take to transmit the audiobook file. 
Show your unit conversions. You do not have to do the calculations. (5) 

 

14 May 2018 

(d) A sound is recorded with these settings:  

• sample rate: 24 kHz  

• bit depth: 4-bit.  

Two’s complement is used to represent sample values.  

The 3000th sample of the sound is represented in binary as 1111  

(i) Draw an × on the graph to plot the value of the 3000th sample. (2) 

 

 

September 2020 
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(ii) State the reason why decreasing the sample interval improves the digital representation 
of a sound wave. (1) 

 

 September 2020 

(f) A 5-colour bitmap image uses 6-bit colour depth.  

The image is 96 pixels wide and 128 pixels high.  

(i) Complete the expression to show the minimum file size for the image in KiB.  

You do not have to do the calculation. (3) 

   

   

September 2020 

(ii) The file size can be optimised by changing the colour depth.  

Give the minimum number of bits that can store 5 colours. (1) 

 

September 2020 

(iii) Write an arithmetic expression to show the time needed to transmit a 10 KB file at 10 
Mbps. (2) 
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8 June 2016 
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Unit 3 - Computers 
Bus and Registers 

(b) Assembly code is used to program a microcontroller.  

Here is part of an assembly code instruction set showing the commands and a description of 
each command. (2) 

 

(i) The assembly code makes use of registers.  

Describe the role of registers in a processor. (2) 

 

Paper 1 

(c) The processor has a 32-bit address bus.  

(i) State the function of the address bus. (1) 

 

Paper 1 

(ii) Describe how the size of the address bus affects the maximum amount of memory 
available to the microcontroller’s processor. (2) 

 

Paper 1 
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(d) Describe the role of the control unit, the data bus and the address bus when fetching an 
instruction from memory. (4) 

 

13 May 2019 

(e) Here is a representation of the contents of main memory.  

 

Draw a flowchart to show the process required to read the contents of memory location 
0100 into the CPU.  (6) 

You must include in your response:  

• the buses used  

• the contents of each bus. 

  

September 2020 
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The microprocessor inside a computing device is made up of several individual components. 
These components work together to implement the fetch-decode-execute cycle in the 
device.  

(d) Identify one component and its function in the fetch-decode-execute cycle. (2) 

 Component 
 Function 

 

3 June 2015 

(c) The processor has a 32-bit address bus.  

(i) State the function of the address bus. (1) 

 

Sample Paper 1 

(ii) Describe how the size of the address bus affects the maximum amount of memory 
available to the microcontroller’s processor. (2) 

 

Sample Paper 1 
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CPU Components and Cycles 
(c) The workstations used at the hotel are old and are starting to run slowly when searching 
the files.  

The hotel is considering two specifications for replacement workstations.  

Specification 1: 3 GHz, 64-bit CPU, with 4MB cache and 8 GB RAM.  

Specification 2: 4 GHz, 64-bit CPU, with 4MB cache and 4 GB RAM. Compare the 
performance likely to be provided by the two specifications. (6) 

 

2017 Paper 1 Specimen 

2. Computers (a) The CPU carries out a process.  

(i) Complete the diagram. 

 

 

Paper 1 Specimen 

(ii) Identify the hardware component that carries instructions from memory to the CPU. (1)  

A Binary shift  

B Control unit  
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C Data bus  

D Register 

 

Paper 1 Specimen 

(iii) State the component of the CPU that carries out additions and comparisons. (1) 

 

Paper 1 Specimen 

(iv) State the reason why a higher clock speed is desirable. (1) 

 

Paper 1 Specimen 

(v) State the name of a bus that is unidirectional. (1) 

 

Paper 1 Specimen 

(c) Identify the component of the CPU that holds the current program instruction. (1)  

A Control unit (CU)  

B Register  

C Arithmetic logic unit (ALU)  

D Data bus 

  

2017 Paper 1 Specimen 

 (d) Describe the concept of a stored program. (2) 
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2017 Paper 1 Specimen 

(b) Describe the function of the component labelled A. (2) 

 

 

13 May 2019 

(b) Identify the hardware component that holds a program that is currently being executed. 
(1)  

A ALU  

B RAM  

C Hard drive  

D Control unit 

  

13 May 2019 
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(c) Complete the diagram by adding six arrows to indicate the input and output relationships 
between the devices. (3) 

 

 

3 June 2015 

1. This is a block diagram of a robot. 
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(a) Put a cross to identify whether each of these is an input, process, output, or none. (3) 

 

 

3 June 2015 

(b) The robot stores information as binary sequences. State two types of information that 
binary sequences can represent in the fetchdecode-execute cycle. (2) 

 

3 June 2015 

4. Manuel is interested in understanding the relationship between hardware and software. 
(a) Describe what is meant by the term ‘stored program concept’.(2) 

 

8 June 2016 

(b) Computing machines can take many forms and can be based on various models.  

(i) Describe what is meant by the term ‘virtual machine’. (2) 
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8 June 2016 

(iii) John von Neumann proposed the concept of a stored program.  

State the two items he proposed to store in main memory.  (2) 

 

14 May 2018 

(c) Describe how the CPU and main memory work together. (4) 

  

11 May 2020 

(iv) Identify the part of the CPU that sends signals to the other components. (1)  

A Arithmetic logic unit  

B Control unit  

C Register  

D Bus 

 

14 May 2018 
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(b) State two components of the CPU. (2) 

 

11 May 2020 

5 (a) Identify one component common to all computers. (1)  

A Disk drive  

B Graphics card  

C Processor  

D Screen 

  

11 May 2020 

Compilers and Interpreters 
(d) Hara and Nara decide to have a customised software application made for them. 
Compilers and interpreters translate source code to machine code.  

Complete the table to show characteristics of interpreters and compilers. (4) 

 

 

Sample Paper 2 

(d) Some program code requires translation.  
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Define the term ‘translation’. (1) 

 

Paper 1 Specimen 

(e) Describe two ways a compiler differs from an interpreter. (4) 

 

Paper 1 Specimen 

5. Forhad is new to programming. He wants to develop an app for his online music business. 
(a) Forhad’s source code will need to be translated.  

(i) Identify the purpose of program translation. (1) 

 

2017 Paper 1 Specimen 

(ii) Identify a method of translation Forhad could use during development of the app. (1) 

 

2017 Paper 1 Specimen 

(b) Forhad has decided to develop the app using a high-level programming language.  

Give two reasons for this decision. (4) 

 

2017 Paper 1 Specimen 

Programmers write software that controls hardware and interacts with users. Some of this 
software ensures that networks function properly.  
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(a) Compilers and interpreters translate source code written in programming languages. 
State four other features of a compiler. (4) 

 

14 May 2018 

(d) Compare the use of a compiler with the use of an interpreter to translate code. (6) 

 

11 May 2020 

(b) A team of developers is using an audit trail when working on a program.  

State two advantages of keeping an audit trail. (2) 

 

September 2020 

Embedded Systems 
3. A waterpark uses electronic wristbands that allow access to each ride.  

(a) The wristband operates a safety bar across the entrance to a slide. The bar rises to allow 
each person through.  
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(i) Select the general term used to describe mechanisms that translate one form of energy to 
another. (1)  

A Switches  

B Actuators  

C Registers  

D Buses 

  

Sample Paper 2 

 

A mechanism automatically recognises when a person reaches the end of the slide.  

(ii) Select the general term used to describe mechanisms that either respond to an action or 
measure a quantity in the physical world. (1)  

A Caches  

B Motors  

C Logic gates  

D Sensors 

  

Sample Paper 2 

(g) Describe how an embedded system that uses a sensor could control car windscreen 
wipers. (2) 

 

Paper 1 Specimen 

(d) Describe how an embedded system within a baby monitor can be used to alert parents 
about changes in room temperature. (3) 

 

13 May 2019 

1. (c) One of the embedded systems in the car collects real-time data. The data is encrypted.  
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(i) Identify one reason why encryption is used. (1)  
A To prevent data corruption  
B To reduce network transmission times  
C To keep data secure  
D To prevent viruses 

  

14 May 2018 

 

 

(d) The Internet of Things has allowed devices with embedded systems to function 
independently and to collect and exchange data without the need for humans.  

One such device is a battery-powered mower for the garden.  

(i) Give one way each category could be used by the mower. (4) 

 

 

September 2020 
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2. (b) One example of an embedded system in a car is windscreen wipers that automatically 
come on when it rains. 

 (i) Explain how an embedded system could control the headlights of a car    (3) 

 

14 May 2018 

 

High and Low Level Languages 
(b) The subprogram will be written in a high-level language.  

(i) Explain one benefit of using high-level programming language for this subprogram. (2) 

 

Paper 1 

(b) The subprogram will be written in a high-level language. (2) 

(i) Explain one benefit of using high-level programming language for this subprogram. 

 

Sample Paper 1 

(d) Discuss the features of high-level and low-level programming languages. (6) 
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13 May 2019 

 

5. A student has decided to learn how to program. *(a) Discuss the suitability of compiled 
and interpreted programming languages for the student. (6) 
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3 June 2015 

(b) Charles is writing program code for the IT department to use.  

(i) Identify the type of programming language most suitable for each situation. 
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8 June 2016 

Open and Closed Source 
(c) Discuss the advantages and drawbacks of choosing open source software, as opposed to 
proprietary software, to develop Forhad’s app. (6) 

 

2017 Paper 1 Specimen 

Software may be classified as open source or proprietary.  

(b) State four features of open source software licensing. (4) 

 

3 June 2015 
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Operating Systems 
(c) One function of an operating system is file management.  

State one other function of operating systems. (1) 

 

Sample Paper 2 

The operating system assigns memory to the image file.  

(ii) Describe the function of memory. (2) 

 

Paper 1 

(f) Describe two ways an operating system manages processes. (4) 

 

Paper 1 Specimen 

(e) An operating system is the software that provides the interface between a user and a 
computer system.  

Describe two other functions of an operating system. (4) 

 

2017 Paper 1 Specimen 

(b) State two functions of utility software. (2) 
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13 May 2019 

3. Shaneela is designing and coding a website. The files she creates will be stored on 
a computer.  

(a) File management is a function that an operating system performs.  
Describe how an operating system organises files. (3) 

  

8 June 2016 

4. (b) The computer needs an operating system and utility software.  

(i) The operating system controls the scheduling of processes.  

Describe how the operating system uses scheduling to allocate processor time. (2) 

 

14 May 2018 

(c) One function of an operating system is user management.  

Describe one purpose of user management. (2) 

 

September 2020 

(ii) Identify the function of utility software. (1)  
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A Repairing secondary storage  

B Formatting cache memory  

C Converting files  

D Translating programs 

14 May 2018 

ROM and RAM 
(b) State the type of memory used to store a computer’s start up program. (1) 

 

2017 Paper 1 Specimen 

Name the type of main memory used to store a computer’s startup process. (1) 

 

11 May 2020 

(ii) State what ROM and RAM store.    (2)  

 ROM 
 RAM 

 

14 May 2018 

 

Software 
Computer systems run software programs. The programs provide the instructions needed 
for the computer to handle the input, processing and output of data.  

(a) Identify the type of software used to imitate a real world situation. (1) 

 A Applications software 

 B Simulation software  

C Utility software  

D Systems software 
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2017 Paper 1 Specimen 

The biologist collects data on a single bee colony each day. This includes the amount of 
available food, the number of bees in the colony, the amount of honey produced, the hours 
of sunshine, and the hours of rain. The biologist could use software to model the behaviour 
of the colony.  

(f) Give two examples of how software could be used in this situation to model the real 
world. (2) 

 

3 June 2015 

(e) Explain how the operating system manages processes on a computer with a single 
microprocessor. (3) 

 

3 June 2015 
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2 A biologist uses application software to help him in his work. For example, the biologist 
uses spreadsheet software to model the behaviour of bee colonies.  

(a) Identify two other types of application software and give an example of how the biologist 
could use them in his work. 

 

 

3 June 2015 

Types of Memory 
A photographer uses a program on his computer to access an image file stored on a 
magnetic hard disk drive.  (2) 

(a) (i) Give two features of a magnetic hard disk drive that make it suitable for this purpose. 
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 Paper 1 

(f) The photographer takes up to 2000 photographs per week. Each photograph requires 5 
MB of storage on the camera’s memory card.  

(i) Select the camera memory card with the smallest capacity that can store 2000 
photographs. Indicate your answer by putting a cross in the box. (1) 

 

 

(ii) At the end of each week, the photographer transfers the photographs from the camera’s 
memory card to his computer’s hard drive.  

Explain how to calculate the time it will take to transfer 2000 photographs. (2) 

 

Sample Paper 1 

1. A photographer uses a program on his computer to access an image file stored on a 
magnetic hard disk drive. (2) 

(a) (i) Give two features of a magnetic hard disk drive that make it suitable for this purpose. 

 

Sample Paper 1 

The operating system assigns memory to the image file.  

(ii) Describe the function of memory. (2) 
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Sample Paper 1 

(a) Describe how data is stored on magnetic media. (2) 

 

Paper 1 Specimen 

(c) State the type of secondary storage that uses a laser to read the disk. (1) 

 

Paper 1 Specimen 

(b) Southlands Hotel and Spa keeps backups of its customer and booking files on a solid state 
disc. Explain how data is stored on a solid state disc. (3) 

 

2017 Paper 1 Specimen 

3. A teacher uses tablet computers with students to teach programming online.  

(a) Describe how data is stored on solid state devices. (3) 

 

13 May 2019 

(ii) Explain the best choice of secondary storage for the battery-operated mower. (2) 
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September 2020 

5 Computers  

(a) A slow magnetic hard disk may be affected by file fragmentation.  

Describe fragmentation and the process of defragmentation. (3) 

 

September 2020 

4 A company is developing a computer for use in schools.  

(a) All computers have a CPU, memory and storage.  

(i) Identify the type of physical storage that uses electronic circuits.   (1)  

A Solid state  

B The cloud  

C Magnetic  

D Optical  

 

14 May 2018 

(e) Explain why solid state storage is the best choice for a fitness tracker. (2) 

 

11 May 2020 
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Unit 4 - Networks 
Components 

Nara would like to know what different types of network media are available.  

(ii) State two different types of physical network media. (2) 

 

Sample Paper 2 

(c) Jane has decided to provide her warehouse staff with tablet computers and to install a 
wireless network in her warehouse. The network will include a wireless access point and 
router.  

Describe the roles of the wireless access point and router on Jane’s network. (4) 

 

2017 Paper 1 Specimen 

7. The internet is the world’s largest network.  

(a) One function of a router is to forward data packets from one network to another across 
the internet. Describe how a router carries out this function. (2) 

 

13 May 2019 

 

6. (b) Routers have an important role in how the internet functions. Describe how a router 
directs data on the internet. (5) 
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14 May 2018 

3. Gemma manages a network for an organisation.  

(a) Two computers are assigned the same IP address. Explain why Gemma must change the 
IP address of one of the computers. (2) 

 

11 May 2020 

Data Speeds 
(c) Network data speeds are measured in Mbps or Gbps.  

(i) State the meaning of “bps”. (1) 

 

Sample Paper 2 

(d) Construct an expression to calculate the minimum transmission rate required to transmit 
a 250MiB file in exactly one hour.  

There are 3600 seconds in an hour. (3) 

 

Paper 1 Specimen 

(c) The network transfers data at 3 Gbps.  

Construct an expression to show how many bytes can be transmitted in 10 seconds.  
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You do not need to carry out the calculation. (3) 

 

11 May 2020 

Internet  
MAC addresses contain groups of hexadecimal digits with separators. An example of a MAC 
address is 70-18-8B-51-6A-FB.  

(ii) Give two additional features of MAC addresses, not related to their format. (2) 

 

Sample Paper 2 

IP addresses also contain groups of digits with separators. An example of an IPv6 address is 
fe80::59a2:dc55:22b:12df%12. An example of an IPv4 address is 192.168.1.97.  

(iii) Give two additional features of IP addresses, not related to their format. (2) 

 

Sample Paper 2 

(e) Complete the diagram to show the processes used to find the IP address of a web server 
and download a page.  

Include labels, arrows and numbers in your diagram to show the order in which processes 
are carried out. (6) 
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Paper 1 Specimen 

2. Jane operates a vintage clothing business from a converted warehouse. She has decided 
to start an online shop for her products. She needs a local area network with Internet 
access.  

(a) State the type of organisation Jane will have to pay to access the Internet. (1) 

 

2017 Paper 1 Specimen 

(f) The end user will use a browser to view the club’s website. Describe one difference 
between the Internet and the World Wide Web. (2) 



97 
 

 

3 June 2015 

 

(g) State the role of an ISP. (1) 

 

11 May 2020 

Layouts (Topologies) 
A railway company has 30 railway stations. Each station has a LAN that connects the ticket 
machines, barriers and information points. Each station is connected to the railway company 
head office where the main servers are located.  

*(b) Evaluate the use of a private WAN and a VPN for this purpose and recommend which 
would be most suitable for the railway company. (6) 
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Nara describes some different network topologies and their characteristics.  

(iii) Complete the table to show the characteristics of these network topologies. (4) 
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Sample Paper 2 

(b) Describe one disadvantage of using a bus topology. (2) 

 

Paper 1 Specimen 

(b) Describe the topology of a star network. (2) 

 

2017 Paper 1 Specimen 

(e) The diagram shows two different types of connectivity media. State the different types of 
connectivity media used at A and B. (2) 
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13 May 2019 

 

 

 

(ii) State the name of the high-speed Internet infrastructure shown at A. (1) 

 

8 June 2016 

(iii) State the name of the network topology shown at B. (1) 

 

8 June 2016 
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(iv) Identify the type of network used in each situation. (4) 

 

 

8 June 2016 

1 Networks  

(a) Different protocols are used in the 4-layer TCP/IP model.  
Complete the table by providing one item in each empty space. (4) 

  

  

September 2020 

 (b) Computers can be connected using a bus, mesh or star topology.  

(i) Draw lines between the devices and label the unnamed device to show a star network 
topology diagram. (2) 
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September 2020 

(ii) Give two reasons for using a star topology rather than a bus topology. (2) 

 

September 2020 

(b) Identify the network topology that requires a server. (1)  

A Bus  

B Mesh  

C Ring  

D Star 
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11 May 2020 

Network Security 
(c) A company stores statistics about its business on a server.  

Explain one type of access to the statistics file a student on work experience at the company 
should be given. (2) 

 

Paper 1 Specimen 

(d) A school implements two-part user authentication as a network security measure.  

State the names of these two parts. (2) 

 

2017 Paper 1 Specimen 

 

(a) Explain why it is important to review network and user policies. (2) 

 

13 May 2019 

(b) Data transmitted over a network is sometimes encrypted.  

(i) State one reason why data encryption is used on a network. (1) 

 

8 June 2016 
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(e) A company needs to secure its network from attacks by its employees.  

Explain the best choice of penetration testing the company should use. (2) 

 

September 2020 

5. (d) The company is concerned about the security of its own network. It employs a network 
specialist to secure the network.  

(i) Describe what is meant by the term ‘penetration testing’ when applied to networks. (2) 

 

14 May 2018 

Protocols and Models 
(b) Hara and Nara decide to have a network installed in their office.  

(i) State the purpose of a network protocol. (1) 

 

Sample Paper 2 

(iii) Explain why you would prefer HTTPS to HTTP for transmitting data, such as banking 
details, over the Internet. (2) 

 

Sample Paper 2 

5. Networks (a) Identify the reason why all computers need a unique IP address. (1)  

A Enables a firewall to protect devices  

B Identifies devices on a network  
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C Increases the speed of transmission  

D Reduces reliance on the transport layer 

  

Paper 1 Specimen 

8. Protocols provide standards for network communications.  

(a) Identify the protocol used to send email messages to an email server. (1)  

A POP3  

B SMTP  

C FTP  

D IMAP 

  

2017 Paper 1 Specimen 

(b) Explain the role of Ethernet protocol. (2) 

 

2017 Paper 1 Specimen 

(c) Data can be transmitted in packets using layered protocol stacks.  

Describe the TCP/IP model for data transmission. (4) 
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2017 Paper 1 Specimen 

7. (a) One of the main concerns when connecting devices to a network is security. HTTP is an 
Internet protocol. Explain the purpose of HTTP. (2) 

 

2017 Paper 1 Specimen 

(b) HTTPS is a version of HTTP with increased protection against cyberattacks.  

(i) Identify the type of cyberattack from which HTTPS offers some protection. (1)  

A Phishing emails  

B Unpatched software  

C Denial of service  

D Eavesdropping 

  

2017 Paper 1 Specimen 

 (ii) Explain how HTTPS provides increased security. (2) 

  

2017 Paper 1 Specimen 

(c) The transport layer of network protocols splits data into packets before sending it. 
Describe the process that ensures the data received matches the original. (2) 



107 
 

 

13 May 2019 

(d) Identify the protocol used to transfer data in networks. (1)  

A HTML  

B TCP/IP  

C ISP  

D URL 

(1

 

13 May 2019 

 

(c) Network protocols break the files into packets before transmission. Three fields in a 
network packet are source, destination, and check sum.  

Give two additional fields found in a network packet. (2) 

 

3 June 2015 

(d) State the purpose of a check sum. (1) 
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3 June 2015 

1 (a) Computer networks are valuable to many businesses and individuals.  

(i) State the purpose of network protocols. (1) 

 

8 June 2016 

(c) State one reason for splitting data into packets. (1) 

 

September 2020 

(d) Data is split up into packets for transmission over a network. Identify the item included in 
a packet header. (1)  

A Data being sent  

B Decryption key  

C Media restriction indicator  

D Packet number 
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September 2020 

f) Identify the email protocol. (1)  

A FTP  

B HTTP  

C SMTP  

D TCP/IP 

  

11 May 2020 

Reasons for a Network 
2 Hara and Nara Lee are estate agents. Nara wants to make better use of the computers 
they have at the office by installing a network.  

(a) (i) State two advantages of connecting computers using a network. (2) 

 

Sample Paper 2 

3. An organisation that supplies audiobooks over the internet is moving into a new office 
building.  

(a) One reason for networking devices is to provide access to the internet.  

(i) Give two other reasons for connecting devices to networks.  (2) 
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14 May 2018 

Server (Client Server and Web Servers) 
Members may log on to the club’s website to view details of their training.  

(e) Explain the server-side processing that takes place when a member views their training 
online. (3) 

 

Sample Paper 1 

A railway company has 30 railway stations. Each station has a LAN that connects the ticket 
machines, barriers and information points.  

Each station is connected to the railway company head office where the main servers are 
located.  

*(b) Evaluate the use of a private WAN and a VPN for this purpose and recommend which 
would be most suitable for the railway company. (6) 

 

Sample Paper 1 

6. Southlands Hotel and Spa uses a booking system to record details of room bookings.  
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(a) The booking system runs on a client-server network.  

(i) Describe the role of a client workstation. (2) 

 

2017 Paper 1 Specimen 

(ii) Identify one alternative usage model to a client-server network, where all workstations 
have equal status. (1) 

 

2017 Paper 1 Specimen 

(b) The pages that Shaneela designs will be accessed via a web server.  

(i) Describe how someone will access the pages using the client-server model. (2) 

 

8 June 2016 

Wireless Networks 
(ii) The organisation has chosen wireless connectivity over wired connectivity for its new 
office building. There is no significant difference in the cost of installing either. Give three 
reasons why the organisation might prefer wireless connectivity.  (3) 
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Unit 5 – Issues and Impact 
Artificial Intelligence 

(b) Identify the ethical issue associated with the use of artificial intelligence. (1)  

A Acceptable use policies  

B Algorithmic bias  

C Logic errors  

D Unpatched software 

  

Paper 1 Specimen 

 

5. Artificial intelligence is an emerging trend in computer science.  

*(a) Discuss the use of artificial intelligence by describing some of its characteristics, the 
ways in which it may be used and the ethical issues associated with its use. (6) 
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8 June 2016 

Copyright, Patents and Trademarks 
(b) To get a wristband, visitors fill in a form with their name, address, and email address.  

(i) Identify a piece of legislation that will affect how the waterpark stores this data. (1) 

 

Sample Paper 2 

 

Non-physical goods, such as an idea, design, song, or a programming algorithm, are susceptible to 
being illegally redistributed once they are stored on a computer. They may be covered by copyright, 
patent, or trademark laws.  

(v) State the term for these non-physical goods, which are a result of original creative thought. (1) 
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Sample Paper 2 

Data Ownership and Rights 

Byron’s mobile phone tracks his location.  

(c) Describe potential advantages to society of this technology and possible concerns for its 
use. (4) 

 

Sample Paper 2 

(b) AJ’s uses a database to structure its business data. Give two reasons for choosing to 
structure the business data. (2) 

 

3 June 2015  

(c) A travel company supports international travellers.  

Discuss the legal and ethical issues associated with the company’s collection and use of data. 
Your answer should consider:     (6) 

• the rights of data subjects  

• the responsibilities of the travel company 
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September 2020 

Environmental considerations 
(c) State one way users could reduce the environmental impact of digital technology. (1) 

 

Paper 1 Specimen 

 

4. AJ’s is a fast-food company with five outlets. The outlets are connected via the Internet to 
the head office. Data from each outlet is transmitted to the head office computers at the 
end of each day.  

(a) AJ’s chief executive is concerned about the environmental impact of using computers. 
Give three possible environmental impacts of using computing devices.  

Suggest one possible action AJ’s could take to reduce the environmental impact. (4) 

 Impact 1 
 Impact 2 
 Impact 3 
 Action 
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3 June 2015 

(e) Explain why cloud storage companies often locate their servers in cold countries to 
protect the environment. (3) 

 

11 May 2020 

(c) The hotel chain is considering replacing local backup methods with ‘cloud’ storage. 
Discuss the advantages and disadvantages of using ‘cloud’ storage for backup. (6) 

 

13 May 2019 

5.  (c) Explain two ways in which the improper disposal of digital devices could be harmful to 
human health. (4) 
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14 May 2018 

Ethics 
Quantum computing is an emerging trend in computing technology.  

*(e) Discuss this statement: Quantum computing has the potential to solve problems beyond 
the scope of conventional computing. (6) 
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Sample Paper 2 

(c) Describe the role of an ethical hacker. (3) 

 

2017 Paper 1 Specimen 

 

1. Issues and impact (a) State two methods of protecting intellectual property. (2) 

 

Paper 1 Specimen 

(d) Inclusion is an ethical concern.  

A school has decided to allow students to bring their own digital device to use in class. 
Assess the impact of the school’s decision on its ability to be inclusive. (4) 
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13 May 2019 

 

Laws 
2. Charles is a computer programmer for a company that sells digital products through the 
Internet. He must be aware of the ethical and legal issues arising from the use of computers. 
(a) Identify the legislation that applies in each situation. (3) 

 

 

8 June 2018 

Malware  
(d) Explain one reason why an employee who is logged on to the company network should 
not click on a link in an email from an unknown source. (2) 

 

Paper 1 Specimen 

 

(d) This notification appears on a computer screen. 
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Describe how this cyber attack operates. (3) 

 

13 May 2019 

(a) Identify the two types of malware that replicate their code. (2)  

A Key logger  
B Ransomware  
C Trojan  
D Virus  
E Worm 

  

September 2020 

(b) Explain one reason why software should be patched regularly. (2) 

  

September 2020 

Virtualisation 
6.  (d) Virtualisation uses layers of abstraction to hide the details of hardware devices and 

processes from the end user.  

‘Cloud storage can be viewed as a virtualisation.’  
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Discuss this statement. (6) 

 

14 May 2018 

Computer programs can also simulate other machines.  

(ii) State the general term for a type of computational machine that is a software simulation 
of a real machine. (1) 

 

Sample Paper 2 

 


